Cac hinh thuc lira dao trén khong gian mang duoc cac dbi twong thyc hién bang

nhiéu hinh thtrc khac nhau va ngay cang tinh vi. Do d6, ngudi dan can hét sic can

Nhén dién cac hinh thirc din du lira ddo trén khong gian mang

trong.

Lira dao truc tuyén 1a van dé di va dang nhan duoc nhiéu su quan tAm cla toan xa
1. Cac d6i tuong xau lo1 dung | bbi canh bung nd cong nghé thong tin dé thuc hién

hoi
nhié

Theo Cuc An toan thong tin (Bo Thong tin va Truyén thong), c6 3 nhom lira dao
chinh (gia mao thuong hiéu, chiém doat tai khoan va cac hinh thuc két _hop khac)

iéu vu lira ddo truc tuyén, chiém doat tai san co gia tri cao.

v6i 24 hinh thtc lira dao dang dién ra trén khong gian mang Viét Nam gdm:
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. Ltra dao "combo du lich gia ré"

. Ltra ddo cudc goi video Deepfake, Deepvoice

. Lira ddo "khoa SIM" vi chua chuan hoa thué bao

. Gia mao bién lai chuyén tién thanh cong

. Gia danh gido vién/nhan vién y t& bao nguoi than dang cip ctru
. Chiéu tro lira d4o tuyén ngudi mau nhi

. Thu doan gia danh céc cong ty tai chinh, ngan hang

. Cai cim ung dung, link quang céo co bac, ca dg, tin dung den...

. Gia mao trang thong tin dién tir, co quan, doanh nghi¢p (BHXH, ngan hang...

. Lira dd0 SMS Brandname, phét tan tin nhan gia mao

. Lira dao dau tu ching khodn, tién a0, da cap

. Lira dao tuyén CTV online

. Péanh cap tai khoan MXH, nhan tin Ira dao

. Gia danh co quan cong an, vién kiém sat, toa an goi dién Itra dao
. Rao ban hang gia hang nhai trén san thuong mai dién tir

. Panh cip thong tin CCCD di vay no tin dung

. Lira ddo chuyén nham tién vao tai khoan ngan hang

. Lira dao dich vu 1y lai tién khi d4 bj ltra

. Lira dao 13y cip Telegram OTP

. Lira dao tung tin gia vé cudc goi mat tién nhu FlashAl

. Ltra dao dich vu léy lai Facebook

. Lira d4o tinh cam, dan du dau tu tai chinh, gui buu kién, tring thudng...
. Rai link phishing Ira dao, seeding quang c4o ban trén Facebook
. Lira dao cho sb danh dé



Céc hinh thirc Itra ddo trén khong gian mang duoc cac doi tuong ltra dao thyc hién
bang nhiéu hinh thirc khac nhau va ngay cang tinh vi, trong d6 nham vao nhiéu nhom
d6i tugng, bao gom: nguoi cao tudi, tré em, sinh vién, ddi twong cong nhan, nhan
vién van phong...

Péi véi mdi nhom ddi tuong & d6 tudi khac nhau, ké x4u thyc hién nhiing hinh thic
dan du khac nhau, muc ti€u chung l1a lay long tin, danh cap thong tin nguoi dung,
sau do6 chiém doat tai san.

NGUOI CAO TUOI

Nhiing hinh thirc dan du lira dao pho bién trén khong gian mang nham vao ddi
tuong nguoi cao tudi gom:

1. Lura ddo "combo du lich gia ré"

2. Lura ddo cudc goi video Deepfake

3. Lira déo "khoa SIM" vi chua chuén héa thué bao

4. Gia mao bién lai chuyén tién thanh cong

5. Gi1d mao trang thong tin dién tlr, co quan, doanh nghiép (BHXH, ngan hang...)
6. Phat tan tin nhan Ira dao gia mao Brandname

7. Gia danh cong an, vién kiém sat, tda an goi dién ltra dao



8. Lira ddo ban hang kém chét luong trén san thuong mai dién tu
9. Panh cap thong tin CCCD di vay tin dung

10. Lira dao chuyén nham tién vao tai khoan ngan hang

11. Lira dao dich vu 13y lai Facebook

12. Lira dao tinh cam, din du dau tu, nhan buu pham...

13. Rai link phishing lira d4o, seeding quang cdo ban trén Facebook
14. Lira déo cho sb dénh d¢
15. Lira ddo tung tin gia vé cudc goi mat tién

TRE EM




Nhitng hinh thtrc dan du lira dao pho bién trén khong gian mang nham vao ddi
tuong tré em gom:

1. Ltra dao cudc goi video Deepfake
2. Lira dao tinh cam, dan du chia sé hinh dnh nhay cam
3. Lura dao dich vu 1.'f1y lai Facebook

SINH VIEN - THANH NIEN

Nhiing hinh thirc dan du lira dao pho bién trén khong gian mang nham vao ddi
tugng sinh vién/thanh nién gom:

|
2
3
4
5
6
7
8
9

. Ltra ddo "combo du lich gia ré"

. Ltra ddo cudc goi video Deepfake

. Lira dao "khéa SIM" vi chua chuan hoa thué bao

. Cai cim ung dung, link quang cdo co bac, ca dg, tin dung den...
. Phét tan tin nhan Ira dao gid mao Brandname

. Lira dao dau tu tai chinh

. Lira dao tuyén CTV online

. Gia danh cong an, vién kiém sat, toa an goi dién ltra dao

. Ltra ddo ban hang kém chat luong trén cac san thuong mai dién t



10. Panh cdp thong tin CCCD di vay tin dung
11. Lira dao chuyén nham tién vao tai khoan ngan hang

12. Ltra dao dich vu léy lai Facebook

13. Lira dao tinh cam, dan du dau tu, nhan buu ph:flm. ..
NHAN VIEN VAN PHONG

Nhitng hinh thirc dan du lira dao pho bién trén khong gian mang nham vao dbi
tuong nhan vién van phong géom:

. Ltra ddo "combo du lich gia ré"

. Ltra ddo cudc goi video Deepfake

. Lira a0 "khoa SIM" vi chwa chudn hoa thué bao

. G1a danh cac cong ty tai chinh, ngan hang thu thap thong tin

. Cai cidm ung dung, link quang céo co bac, ca dg, tin dung den...
. Phat tan tin nhén ltra dao gia mao Brandname

. Lira ddo dau tu tai chinh

. Lira dao tuyén CTV online
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. Gia danh cong an, vién kiém sat, tda an goi dién ltra ddo

10. Lira dao ban hang kém chat lugng trén san thuong mai dién tir



11. Panh cép thong tin CCCD di vay tin dung.
12. Lira dao chuyén nham tién vao tai khoan ngan
13. Ltra dao dich vu léy lai Facebook
14. Lira dao tinh cam, dan du dau tu, nhan buu phém. ..
15. Rai link phishing lira d4o, seeding quang cao ban trén Facebook
16. Lira déo cho sb dénh d¢
17. Lira dao tung tin gia vé cudc goi mat tién
18. Lira dao dich vu 13y lai tién khi d4 bj lira
19. Lira dao 14y cap Telegram OTP
CONG NHAN - NGUOI LAO PONG

Nhing hinh thtrc dan dy lra ddo phé bién trén khong gian mang nham vao d6i
tuong cong nhan/ngudi lao dong gom:
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. Ltra dado "combo du lich gia ré"

. Ltra ddo cudc goi video Deepfake

. Lira a0 "khoa SIM" vi chua chudn hoa thué bao

. Gi1d danh céc cong ty tai chinh, ngan hang thu thap thong tin

. Cai cim ung dung, link quang cdo co bac, ca dg, tin dung den...
. Phat tan tin nhan ltra dao gia mao Brandname

. Lira ddo dau tu tai chinh

. Lira dao tuyén CTV online

. Gia danh cong an, vién kiém sat, toa an goi dién Itra dao

. Lira d40 ban hang kém chat luong trén san thuong mai dién tur

. Péanh cap thong tin CCCD di vay tin dung.

. Lira dao chuyén nham tién vao tai khoan ngan

. Ltra dao dich vu léy lai Facebook

. Lira d4o tinh cam, din du dau tu, nhan buu pham. ..

. Rai link phishing ltra dao, seeding quang cao ban trén Facebook
. Lira ddo cho s6 danh dé

. Lira dao tung tin gia vé cudc goi mat tién

. Lira dao dich vu 1y lai tién khi d4 bi lira

. Lira dao 13y cap Telegram OTP
PHU HUYNH HOQC SINH




Nhiing hinh thtrc dan du Itra dao phd bién trén khong gian mang nhiam vao d6i
tuong phu huynh hoc sinh gom:

. Ltra ddo cudc goi video Deepfake

. Lira a0 "khoa SIM" vi chua chudn hoa thué bao

. Gia danh gido vién/nhan vién y té bao nguoi than dang cip ctru
. Lira dao tuyén ngudi mau nhi

. Phét tan tin nhén Ira dao gid mao Brandname

. Gia danh cong an, vién kiém sat, toa 4n goi dién Itra dao

. Lira 40 ban hang kém chit luong trén san thuong mai dién tir

. Péanh cip thong tin CCCD di vay tin dung.
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. Ltra ddo chuyén nham tién vao tai khoan ngan hang

10. Ltra ddo tung tin gid v€ cudc goi mat tién.




		2023-06-29T09:34:02+0700


		2023-06-29T10:18:21+0700


		2023-06-29T10:18:21+0700


		2023-06-29T10:18:21+0700


		2023-06-29T10:18:21+0700


		2023-06-29T10:18:21+0700




